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Abstract: With the rapid development of cloud computing, the security issues of cloud platforms have also attracted
much attention. Trusted computing is an essential supporting technology in the cloud computing security system. Trusted
attestation is an important feature in trusted computing. The use of trusted attestation technology verifies whether the
cloud virtualization platform is trustworthy, thereby providing a foundation for ensuring the security of the cloud platform.
Now based on the definition of trusted attestation, the research progress of key technologies such as the root of trust vir-
tualization, platform identity authentication, platform status certification, and trusted attestation framework for virtual
machines were systematically sorted out, typical schemes were analyzed and compared. Furthermore, the limitations of
existing work were discussed. Finally, the future research trend of this area were pointed out.
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T EGIN—ATE S =07 (PCA), @i K E TPM
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(1) IE Al PSR 0 P & S I B TPk o %07 58 AR TE
—ERRRE B T B IR R, (FE ALK GE T 1)1
SRABHAEHS T 2 PCA (12 5, PCA 1z PRI
RE ] BN 1Z T S HMAT. TPM v1.2 $& 1 82
fE#UEBH (DAA, direct anonymous attestation) [1]
- B 0 IE B 5 G2 VR FH B4 44 R 2 A UAAIE 1 4%
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411 AFEDMCER G vIPM

4R RIS, vIPM (S8 5 2 aT BLSr K
Bt vTPM. BffE vIPM R R vIPM. & 3

2R T Xen F-H X 3 Fecil gy 5.

BRI TN E
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(c) HIEMLVTPM

&3 Xen- V& KN vIPM L 775X

A vTPM & 18 i AU ) 77 X B 6 A
MLt — N 543 TPM MR ZhREN vTPM sS4,
WK 3()fim. SCHR[14]85 K32 THT Xen T &
REAE vIPM SELT %, IF 4 T AEl A TPM A
IBM (] PCIXCC A 2 Aol 18 vIPM S2EUAE
28, %7752 H Dom0 H11¥) TPM & B3 45 5 JE
FIHLEIE A vIPM SEB, FFIH Xen 7 & (13815
WU 5 1 A R DU L RE A 6 V) vTPM 3K
ik B S E RS FR, JEZ RS )
M3 TPM W5 Is17 358, vIPM 5 TPM
A FRE XA A T (5. Bhah, SCik[1513eH T
ARG E AT vIPM G T S . 10T
SR I 22 A S, AR Sl B P R R
U HE—A uTPM, iR = IR S5 LR wT LA
PRt AN e AT SR I R AE AL

BAF VIPM (R SBLT ][R IN ok 22 & U L2
BURHTER, TR . (AR AR L
(il 58, AL 7 X T B I U
BAFZ RS, JEHAKAE vIPM % 4P
VERAE; Hwk, BT vTPM 241324778 Dom0 1,
FIFH A A7t 7 55 7 U TG EC vIPM S0 v (19 4
P, BN TR G A, vIPM S B AALIA)
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HUEAET P

TR vIPM (e Ak, SCRR[16]42 H
¥ vIPM BT CPU [N RS HRL (SMM, system
management mode) IZAT, SEIL T HRFEE, TRIE
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SGX Hi AR MIBE B RF B TNl 5 2 44

ff: eTPM (enclave TPM), iliid# eTPM [K4CH5 %L
Pl E SGX (software guard extensions) [1]E5[X.
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i vIPM JEil i & ey B TPM, {2 v] Llis
1724 vIPM 201, AT R & SR A7 (1
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Wiy vIPM B % S ETYJRT TPM mn 44,
JEFE VM LA TPM #5458 (TPMCS, TPM
control structure), JFHHEH VM LRATFI N2 A0 1)
vIPM b N3, FF HAHEE T MR (10 OR 4 BB
B VvIPM ) B RS % VM AER 3L vIPM I,
VvTPM (K RTHIK SN T TPM i 2 N4 5] TPM X
(1) TPMCS 1, ST 26 VM SLHYEE TPM 11
PR % R AVFRES VM 5234 TPM (115
i, IR E VM #9GE T 0 O TPM, FEHH
TR R UL BURAE R, nIE R e
BT T B B R I S HE, JE AR EME
HEE TPM, 6T O 56 TPM [NIAEEEh R .
WAL, T EICESR 2 G RN R TR, T
PEAN R, TCIEANE TR = T 65

e RE R vIPM J& 75 5 U LI AL 35 Has s 42)
L TPM (Wi BEALHI LA I B8z 11, 4 e 4L
PR AT R E TPM, WK 3(c)FiR.

SCHR[191/E RE SN S A28 39 00 77 21 i ol Ak 4
Hokszl VM 5 TPM (0151, AT REM AR UE T A7
VM Z [P s—/N3 TPM . % LA
i it AN T DSk AR VM B T R
FLIRALES, FEXT TPM [ HELEE 5> (an PCR FTH4k
B AT TR X . B )R SO B A
PTRERHLE vIPM (WK, BREAFT VM (1
TPM | F3C. tbAh, &P BB HOE 1 5 T I B
TP Ry 21l pE a2 . %07 Rk T84 vIPM J&
WL Ak RG24l B R AL 1) T S5 SR T X A
TPM #1224 52 F o AE 2[R — B [l (A S VF— & B U
BLUi 0] TPM, ToiSCRE 2 AL v, v
PEZE, A MR AR TR R AL 4 5% BRI 20 IO R A B 1)
IF] 2 o
412 AFEABEMNE LA vIPM

BT R UEALAS A vTPM (s Bl X, 3
B8 Xen M1 KVM (Kernel-based VM) 2 Fi 244,
AT SCEAHT T Xen 4484 R vIPM (IS5 20, A
B KVM 1 vTPM (¥ S5 U FF A4
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KVM 3444~ vTPM [ 57 XA B A LR 3
Z: TPM passthrough. & T BREERALF CUSE
TPM.

TPM passthrough J& & T £F(1) vIPM 5K
M7 BRI VO M HE AL 8 ML E AL
YIEL TPM SKSCEL vIPM [T AT VSR A 30
27 WG R B TPM H 424058, A PEo
{EABAEAEY)EE TPM S — I 2 RERE e & VM ALY
51T A T DA E

BT s BRI CUSE TPM #J2 #A%: vTPM
S RANTET, BT R B 7E Qemu K
A5 H libtpms MEZERBHUYIE TPM, ARG
VM 4t vIPM 5:245]. CUSE TPM Z&1F QEMU 4
AL libtpms pRAERIIUA P TPM, I 16 3
BUERHL IOCTL #1510 vIPM 843X 2 )y
XA A vIPM SCREERINLIE R Vil ]
(I A B FIRELELE VIPM [ S 0224k, LURAY
fitg R RBURRA JEL /D 22 A Bl 4 1) 1) 781 5T Intel SGX
BRI B 2 A5 B RR R 25 B T RE, AT LASE IS
KVM 40 R (84 vIPM 3847 I8 (1 22 4 {740,
4.13 B = TR R Ml

T Tl A, vy B EE R R A T S AR R B 9T S R
Ji&, HETCA R T BT = 8 i sk vl {5
BN AL R (TCM, trusted cryptography module) [F]A]
FUFEARR, HE T RAFHCMbRE. TCM Hp
CAFEIZ N, 2R 5 2 5 % TCM,
A SRR T TCM (122 4R s RIS AT RE A R A

EEXF TCM B RME AT 32 30 T )2 1 96
SCHR[2 174 HY T 356 T AR B8 2% R JUL0k B3 A 1 il 4
VICM SEMUT 5. (BT ET, vICM &t TR
S, 5 VM XN, g6 T VMM, E#h VM

UL ATfE DRSS o XA S T e, it —
WP TR, WA S A A R R
BT, SCHR[221BHEH T —Fh vTICM HE, %%
SRR JEAE NP BLEREE b 19 0 /D & 1K) vICM,
FRAEYEE TCM F vICM 7] LL[E I IE1T . 7F vTCM
(1)1 FE BRI S SR (A BB & R SEIAE vICM
ARG 0T 24 vICM IR EE D), fntk—k,
AMEFE N B A BRIV —ADRE ) vICM 52
i, T HARIE IR LS AL R AE D HE vICM ¥ Hhis
AT, IR T 2 A SR AR 0] 1R~ FAE

ToiAE TPM bt TCM #R 25 ¥ 4%, FLahfig
(IS T LR N R . ok, FREHRH T
(A5 P & H R (TPCM, trusted platform con-
trol module) [FIABEA, g xRS R it o) ik 25 it
g Er, LL TPCM A HRAT AN & 14T FE gh i H A
MG REE, H0m T AT 5 0 I8 S RE ) A i fg
71, $Em TP E e SRR . TPCM AR
T CPU, wJUAHHATACLM B, Bk, JL3AT
TPM ELFITERE: JF H TPCM () 505668 ) nf
DA 25 JERME T & St sh A& 1 45, RIEIS AT AR
SEIN R . I, TPCM KA A vl BE B A 52 B
ZIBRMT & nE R — N K 7
4.1.4 )tk

AT S MR ISR B UM LIS g A 2 A
FEENH T T vIPM FSEBL X, 5 ZExttban
£ 1 FR. #—THh, NHTENATER TCM Fl
TPCM LA BATTI¥ i B A TT AR o

HArRUE, AR B ARA A — L ) 8
oG, BAE vIPM SEEU OB AL TPM
WDhRe, EH T AE VAL A OR Y U R
VI, RIS AE vIPM [ 5 (1224 UL R AR

*1 VTPM ZEEI3 L
HEAUAIL IR 2 4 HERIE 7 2 PIES IR ) S Ff 58 TPM % 5 PEfE ZAE

#pk vrpm* % NI R g5z el 1%
AR FF SMM {40 ES LRI g5z % [
Xen eTPMI L EANIEE g5z 3 [
AL UL vTPME] BRI HEEViR SR ok
T TELER) vTPMI® LeyiE 0]k i AV IR =
HT BB EZ 2 YIRi Pttt B i
QemuKVM R CUSE TPM ZREWNIFR Py B i
SvTPMI?) EEILIIRIY S s Bhf =
T TPM passthrough EREAU LI VR S =
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PRUEAS BT EYE . DA IR B AFES]
NBEMERSTFRS M ) 8. JLUR, BRI B AL
VIPM SEBLT 50, ARSI %1, P TPM AL REd 5
GRERNU L, T T . i s,
KHEL, AT 2 RV &, A AT 5 R
P TT R TCIEW 2 = F 6 KB I = 0/
Ko BAT FahEEHIRE )10 TPCM {E S AT {5 T 5 i
P EAR A BAT LA, HH R TPCM WA A
AR, KRIETFIH— L I RARER .

42 FESHERA

PG Bk B IR B 7 ) Bk s SRR S
EHUE T KA B 2 0] ARG AT 1 544 . ST
G SR UE PR AE AR AP & B S uE 2 A
AT YN AT AR A
421 GEPHEGY R

R TPM #RI0A — A — 1 EK AR P &
M54y, HETLERBRARTET, P& 5460
UEAE AN E A EK, 2R EK (K514
AIK. BT EK 2P B AER), RIEE AL R,
M ATK 2 ER, M DA AIK BE &
GO fE. vIPM MszBl s 0, 8k vIPM il
BRI 7 O BRI LR BB TPM 11
BIORIhfE, W 2N (HEEE vIPM BAT LR
TRy, TCERRAE— AN aTE 1 vEK, BRI JCiE A n]
51T AIK (VAIK, virtual AIK) . %fi,  RERIHL
FEGUHER, T EEIE PR EL TPM 5
F| vTPM.

h T SRR R, SCHER[14]48H T EK—~
AIK—VEK—VAIK HEHE %, &% T vEK
1 vAIK ¥JH vTPM 724, FIHPEE TPM H11) AIK
24 kghE vEK nI{5E, it PCA %F vEK 0]
fFFFmUR vAIK GE5 T RN S IER] . %5
FHEPRASEY R 2ERIHL, TPM AT vIPM [1E
M3 A I ERE & SHUE BT DL B
N TR, 5 B AszBl. SR, AIK [
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